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Classroom AUP and Security Project

Introduction

This paper will provide a critical analysis of the Acceptable Use Policy in force in the Bibb County Public School district, Macon, Georgia. The author was employed in this system and is familiar with the policies as well as the classroom environment. Using a familiar scenario for analysis will allow the author to provide a more knowledgeable analysis of an AUP as well as an alternative view to contrast the predominant Maryland county AUP’s of her classmates.

The analysis will highlight the fundamental positive aspects of its content pointing out supportive policies which make it an effective tool, as well as negative aspects or omissions which could deter from its effectiveness. Recommendations for improvement will be presented. An analysis of elements which the author considers potentially too restrictive for effective instructor and student use will be outlined.

Following the critical analysis, considerations for essential classroom precautions over and above the enforcement of the AUP will be considered. A screenshot of the letter (since formatting would not import into this text document) which is sent to the parents is included at the conclusion of this analysis.  
Critical Analysis
Fundamental Positive Aspects

Overall, the Acceptable Computer Use Policy for Bibb County Schools in very thorough. The physical format of the document is consistent and easy to read with no grammatical errors. 

A standout component of the policy from the first to final pages, is the distinction between elementary and secondary students’ access. This distinction includes both the introductory page with the student contract and parent consent form as well as the chart diagraming Levels of Access which are permitted for the respective grades. The specific statement for students not to access the Internet without express permission is also a good addition.
The Levels of Access is, in the author’s opinion, the most positive component of this document. This component was added since the author was last employed in the district in 2008. It clearly breaks down the levels of access allowed by very specific categories of users including Elementary classrooms, Middle school classrooms, High school classrooms, Elementary Media Center, Middle Media Center, High Media Center, During school with login, After Hours with login,  Vocational Classrooms and Principals and Media Specialists. 
The categories During school with login and After hours with login, address the issue of access to certain web-based resources. This issue is often an point of contention for teachers who need access to email or other resources. It takes into account the fact that certain uses may be unnecessary in certain categories, yet essential in others. Also, it appears there is the ability to locally override blocks. In the past, this was an issue when teachers did not secure the passwords, and students would arbitrarily unblock unauthorized sites. Hopefully, since that time, some guidelines and policies have been implemented with respect to password security.  

Rights and responsibilities of all users are included in the document. Specific violations are listed, and broken down into levels of severity. Certain included elements such as goals of Internet use in the schools, procedures for use, an explanation of Georgia Computer Systems Protection Act and a culminating glossary of terms add further specificity to the document. The glossary is an important component of the form since often the primary readers, the parents and students, may not understand some of the technical terminology. If there is a misunderstanding of terms, the individuals may not be able to make a clear, informed decision of whether to agree or disagree to the policies presented.  

Fundamental Negative Aspects and Recommended Revisions
Though specific and all-inclusive, this is a very long document. At times, some of the content throughout the document is redundant or lacks flow. The information within the initial paragraph of the actual AUP states the goals of Internet use, then there is a section to follow that states Rights and Responsibilities. Immediately following this section is User Responsibilites then Guidelines for Use. The section Procedures for Use, seems an afterthought following the Levels of Access chart. 
Many of the above sections could be consolidated or labeled more concisely. User Responsibilities and Rights and Responsibilities are very confusing. It may be helpful to have rights and responsibilities specific to students, teachers and the school or district. If the content in Guidelines and Procedures for use were consolidated, these sections should be in proximity to one another for better flow. It almost appears as though the Levels of Use chart were added, and inadvertently bumped the Procedures for Use to a precarious location.
The glossary of terms is a useful resource for parents and students, yet it appears at the very end of an eight page document, considering the student will only have the contract for their respective grade level, where it is nine pages total on the web. Since the document the parents will likely focus on is the contract and permission, perhaps the glossary should be placed with this section of the form, or possibly footnotes could be used. An additional advantage of having the glossary terms closer to the contract is if the parents see some of the terms, they may be curious to their context within the AUP. It is conceivable this curiosity could incline readers to glance through the AUP for clarification instead of signing the form “blind.” 
The placement of some the topics deters from the coherence as a whole. The content of the various sections is useful, but again, at times the content is redundant, misplaced or lacks coherent flow. Length of the document also detracts from its overall effectiveness which could likely be alleviated through consolidation.
Fundamental Restrictions

Based on knowledge gained through my experiences within the Instructional 

Technology degree work, limiting access of all computer users to videos would be the most detrimental restriction imposed in the Bibb County AUP. Along with videos, blogs are blocked. It is not clear whether or not there is access to cloud applications such as Google Docs, if this were the case, it would also be restrictive to both students and staff. This district is behind the times as far as best practices in technology by not embracing the Web 2.O tools to the full extent as productivity tools as well as in collaboration. 

Classroom Precautions

While in the classroom, the most important resource for keeping the Internet experience safe is the blocking software. The author’s experience in the district found the blocking software to be one of the best, that is, Lightspeed©. One characteristic which was such an improvement over other software blocking tools was the selective aspect offered. If an advertisement appeared on an otherwise safe site, only the advertisement was blocked. Also, if images were searched, only the inappropriate ones were blocked. The author experienced relatively few issues with the blocking software itself, since it seemed to zero in on the detrimental content only. The problem came about based on the setting and blocking criteria themselves. As noted in the restrictions above, blogs and videos were blocked.  Occasionally, a site definition would change, but it was relatively easy to fast track the removal of the site from the block if necessary.

An additional concern the author dealt with on a daily basis was the constant attempts on behalf of student to be involved in unauthorized activities on the Internet. Classroom specific monitoring software called NetSupport© largely eliminated this issue. The program allowed the instructor to view all of the student monitors from his or her workstation. Other precautions could be taken by setting access in NetSupport© to only chosen urls. If unauthorized access were suspected, the keyboards could be locked and the screens blacked out. This “big brother” type monitoring set the tone for the classroom, and the students learned to respect the rules and largely did not attempt unauthorized access as time progressed through the semester.

A particular source of frustration in keeping the students safe and on task is the use of proxies and tunnels which by-pass the safety measures in place. During time in the district, this author exerted considerable effort in finding and reporting this type of unauthorized access, and continues to do so. While completing this report, in an attempt to verify the spelling of the blocking software, a “treasure” of these sites and their sources was located during the process of an Internet search. Within Yahoo© Answers, a student had requested a way to override filtering software, and others supplied a list of the sites as well as forums for updated sites. For the benefit of others, here is the list :o). 
A particularly disconcerting site listed here is a Google©Group called Proxy AvanteGarde which operates for the exclusive purpose of supplying and updating urls to override filtering software. Because of forums like this, students will always have access to tools to override filters. Even if the forums are removed, they will move or operate under a different name and students will continue to spread the word. Because of this, regardless of filters or other school or district policies, individual teachers need to always be on guard against sources which supply new and different avenues to violate Acceptable Use Policies.     
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Parent Letter - Secondary
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